Additional Proactive Disclosure 7: Guidelines for Indian Government
website (GIGW) of February 2009

Whether STQC certification obtained and its validity by EESL for its website?
Yes

Does the EESL website show the certificate on the Website?
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Accurate. Reliable. Innovative.
A NSE EMERGE LISTED COMPANY Empanelled by CERT-In for IT Security Auditing Service

Certificate No: AAA/WAC/20220268
Dated: August 26, 2022

WEBSITE AUDIT CERTIFICATE
Site Name EESL (corporate website)
Site URL https://www.eeslindia.org
Testing / Staging URL https://eeslindia.org/en/home
Environment Details Wordpress 5.6.4
Testing Start Date May 31, 2022
Testing End Date August 23, 2022
Date of Issue August 26, 2022
Audited Performed By Sapana Yadav

The above site has undergone Security Audit and has been certified to be safe from vulnerabilities.
The contents audited were based on the temporary site URL mentioned above.

Note: However, Vulnerability named as Security Misconfiguration is Open. [Vulnerable version of
bootstrap, Vulnerable Version Of jQuery, Error Page Not Implemented Session Cookie without HTTP
Only Flag, Server version Disclosure (Apache) and Path Is Set To Default]

The Web application was tested and found safe for hosting as per OWASP Application Security
Verification Standard.

Based on final testing and NIC’s compliance policy following recommendations are suggested:

1. Site may be hosted with the permission of read and script execute for the general public.

2. The complete website should be deployed over SSL using TLSv1.2 stable version. All weak SSL
Cipher suites should be disabled.

3. Web server and OS Level hardening need to be in place for the production server.

4. All the software components used in the application should be of latest and stable version.
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The IT department of EESL has made these declarations above.



